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ABSTRACT

Federated learning is a privacy-focused learning paradigm, which
trains a global model with gradients uploaded from multiple partic-
ipants, circumventing explicit exposure of private data. However,
previous research of gradient leakage attacks suggests that gra-
dients alone are sufficient to reconstruct private data, rendering
the privacy protection mechanism of federated learning unreliable.
Existing defenses commonly craft transformed gradients based on
ground-truth gradients to obfuscate the attacks, but often are less
capable of maintaining good model performance together with
satisfactory privacy protection. In this paper, we propose a novel
yet effective defense framework named guarding against gradient
leakage (Guardian) that produces transformed gradients by jointly
optimizing two theoretically-derived metrics associated with gradi-
ents for performance maintenance and privacy protection. In this
way, the transformed gradients produced via Guardian can achieve
minimal privacy leakage in theory with the given performance
maintenance level. Moreover, we design an ingenious initialization
strategy for faster generation of transformed gradients to enhance
the practicality of Guardian in real-world applications, while demon-
strating theoretical convergence of Guardian to the performance
of the global model. Extensive experiments on various tasks show
that, without sacrificing much accuracy, Guardian can effectively
defend state-of-the-art gradient leakage attacks, compared with the
slight effects of baseline defense approaches.

CCS CONCEPTS

« Security and privacy; « Computing methodologies — Com-
puter vision; Machine learning;

“Corresponding author.

Permission to make digital or hard copies of all or part of this work for personal or
classroom use is granted without fee provided that copies are not made or distributed
for profit or commercial advantage and that copies bear this notice and the full citation
on the first page. Copyrights for components of this work owned by others than the
author(s) must be honored. Abstracting with credit is permitted. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific permission
and/or a fee. Request permissions from permissions@acm.org.

WSDM °24, March 4-8, 2024, Merida, Mexico.

© 2024 Copyright held by the owner/author(s). Publication rights licensed to ACM.
ACM ISBN 979-8-4007-0371-3/24/03...$15.00
https://doi.org/10.1145/3616855.3635758

Shanghai, China
minghuigiu@gmail.com

190

Hangzhou, China
wenmeng.zwm@alibaba-inc.com

KEYWORDS
Federated Learning, Gradient Leakage Defense, Privacy Protection

ACM Reference Format:

Mingyuan Fan, Yang Liu, Cen Chen, Chengyu Wang, Minghui Qiu, and Wen-
meng Zhou. 2024. Guardian: Guarding against Gradient Leakage with Prov-
able Defense for Federated Learning. In Proceedings of the 17th ACM Inter-
national Conference on Web Search and Data Mining (WSDM ’24), March 4-8,
2024, Merida, Mexico. ACM, New York, NY, USA, 9 pages. https://doi.org/10.
1145/3616855.3635758

1 INTRODUCTION

Recent years have witnessed the unprecedented development of fed-
erated learning (FL) in a variety of privacy-focused scenarios [8, 13].
Through gradient transformation, FL avoids direct upload of private
data during the collaborative model learning process. However, not
long after the proposal of FL, some works [26, 27] point out that
such a privacy protection mechanism of FL is not as reliable as ex-
pected. As shown in Figure 1, a malicious server can easily recover
the private data of any participant by solving the gradient matching
problem, i.e., gradient leakage attack [11, 12, 26, 27]. In more detail,
with fixed model parameters, the attacker can reconstruct a batch
of data points whose corresponding gradients are close to the up-
loaded ones. Starting from random data points, the reconstruction
can be completed in only several rounds of optimization, and the
returned data points can be very close to the original ones [18, 21].
Undoubtedly, gradient leakage poses a great threat to the security
of FL applications, and an effective countermeasure against the
attack is of imperative need.

In response to the rising concerns about FL, there exist two pri-
mary approaches, namely encryption-based methods [6, 25] and
perturbation-based methods [20, 27]. While encryption-based meth-
ods ensure effectiveness, their high computational cost restricts
their applicability in many scenarios [13, 15], often leading to sig-
nificantly slower processing times that can be dozens to hundreds
of times longer [6, 25]. In contrast, perturbation-based methods
offer a more lightweight and efficient alternative, which garner
significant attention in recent research endeavors.

State-of-the-art perturbation-based methods include differential
noises [1] and gradient pruning [20, 27]. However, these defenses
[1, 10, 19, 20, 27] were broken soon after the introductions. Existing
works show that pure differential noises and gradient compression
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Figure 1: The sketch picture of our method.

are not resilient against state-of-the-art attacks [11, 12, 21, 24, 26].
To mitigate the problem, more recently proposed works [10, 19, 20]
introduce the heuristic defense by mixing multiple gradient trans-
formation strategies. Again, Mislav et. al. [2] effortlessly breaches
these advanced defenses by introducing Bayes optimal adversary,
and shows that an adversary can always explore an effective way
against most of the existing defenses based on the Bayes rules.
Therefore, the creation of a more rigorous and theory-backed de-
fense against general gradient leakage attacks is still deemed to be
an open problem for now [2].

We propose a defense guarding against gradient leakage (Guardian)
that can significantly maintain model performance while achieving
less privacy leakage compared with existing works. Specifically,
our design is inspired by the observation: the original data can
be reconstructed from their corresponding gradients because the
specific mapping relationships between them can be easily reversed
by solving the gradient matching problem [27]. Then, a reasonable
idea to block the attacks is adding perturbations to obfuscate the
relationships. However, the dilemma lies in that perturbation is a
delicate work of art in practice [7, 22, 23]. Excessively added per-
turbations easily make gradients no longer informative while mild
ones are unable to provide enough defense effect [21, 27]. To get rid
of the dilemma, Guardian leverages two deftly designed metrics, i.e.,
Performance Maintenance Metric (PMM) and Privacy Protection
Metric (PPM). Theoretically, these metrics are proved to be able
to measure the model performance change and privacy leakage
risk, respectively. By jointly optimizing the two metrics (Figure 1),
Guardian can always approximate to the optimal perturbation point
where privacy is well protected with minimal model performance
degradation. Also, considering the overhead of defense is of vital
importance to practice, we design a better initialization strategy
to substantially accelerate the convergence of Guardian, resulting
to that the computational cost of Guardian becomes competitive
among the state-of-the-art methods. Furthermore, we theoretically
and experimentally analyse the convergence of Guardian, and study
the potential factors that affect the effectiveness of existing defenses,
including security assumptions and etc. Our contributions:

o Built upon solid theory foundations, we design a novel yet
effective defense method called Guardian, which can main-
tain model performance while minimizing privacy leakage
risk by jointly optimizing two deftly designed metrics, PMM
and PPM.
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e We conduct an in-depth theoretical analysis for Guardian
including convergence guarantee, security assumptions, etc.,
and propose a better initialization strategy for Guardian.
To the best of our knowledge, Guardian is the only method
whose defense is still effective even in the most critical sce-
narios suggested by [2], i.e., white-box scenarios with the
Bayes optimal adversary, and this is examined across di-
verse tasks, implying great generalizability of Guardian in
real-world applications. Besides, we are the first to conduct
gradient leakage attacks and defenses on the vision trans-
former architecture.

2 RELATED WORK

Gradient Leakage Attacks. With the increasing concerns of users’
privacy, FL [16] was introduced to train a deep neural network with-
out directly sharing data. However, Mislav et al. [27] attempted to
examine the effectiveness of the privacy protection mechanism of
FL and proposed gradient leakage attack (GLA) to breach the mech-
anism. GLA reveals the private information by solving a gradient
matching problem (detailed in Section 3). At the beginning, GLA
supposed the ground-truth labels to be unknown, which degraded
the attack effectiveness. Latter, inference gradient leakage attack
(iGLA) [26] proposed that the attacker could steal the labels by an
analytical procedure, thereby significantly enhancing the attack
performance. However, GLA and iGLA are only effective on small
batches (e.g., fewer than 8 data instances a batch) [21, 24, 26, 27].
Follow-up works attempt to relax this constraint by using hand-
crafted input-regularization (prior knowledge) [11] and smarter
initialization [21], etc.

Gradient Leakage Defenses. In response to the rise of gradi-
ent leakage attacks, several defenses [1, 9, 20] are developed. The
core idea of these defenses is imposing noises into ground-truth
gradients to obfuscate the attacker. As the most known privacy-
protection method, differential privacy [1, 2, 27] was introduced to
resist the attacks, which adds Gaussian or Laplace noises into the
gradients to resist gradient leakage attacks. In addition, gradient
compression also was commonly adopted by [11, 24, 26, 27] as a
baseline defense to examine the robustness of attacks. Recently,
Soteria [20] leveraged a similar idea to gradient compression but
with a smarter prune strategy, so as to decrease privacy leakage
risks with similar performance maintenance. However, a recent
work [2] evaluated the so-called effective defenses and broke them
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by introducing a Bayes optimal adversary. Therefore, developing
an effective defense against such attacks is imperative for now.

3 SCENARIO DESIGN

In this paper, we design a defense method against general gradient
leakage attacks. To this end, we introduce a rather harsh scenario
to validate whether a defense method is truly effective.

Scenario description. In FL, a user (i.e., the defender) uploads
local gradients VgL(Fg(x),y) to the server (i.e., attacker), where
L, F, x, y denote the loss function, the training model parameterized
by 0, a batch of training data and labels with size n, respectively.
For the simplicity of symbols, in the remainder of this paper, we use
L(x, 0) to denote L(Fy(x),y), i.e., omitting y and F. The attacker
attempts to solve an optimization problem (i.e., gradient matching)
to reconstruct user data as follows:

x* = argmin Dist(VgL(x, 0), VoL(x", 0)) + R(x"), 1)
-
where x* are reconstructed data!, and Dist(-,-) and R(-) represent
a certain distance between gradients and regularization items for
reconstructed data, like Euclidean distance [27] and total variance
[11], respectively.
Attacker’s abilities. To better evaluate the effectiveness of our
defense methods, we assume the attacker with the most powerful
ability suggested by [2]. The attacker can have full knowledge about
the target model information and the defender’s defense strategy,
including loss functions, hyperparameters, defense methods, etc.
More precisely, except original training data, the attacker is allowed
to access any other information to launch any attacks in polynomial
time. In addition, the attacker, as the server, can also proactively
select “weak” hyperparameters to advantage its attacks, e.g., setting
the batch size n = 1 as shown in [18, 26, 27]%.
Defender’s goals. The defender aims to alleviate the risk of the
server to derive user private data from uploaded gradients. To
achieve the goal, the defender searches for perturbations §* to
obfuscate the mapping information between gradients and original
data. We call the perturbed gradients as transformed gradients. The
ideal transformed gradients should at least have the following three
properties:

e Performance maintenance. Transformed gradients should be
as informative as the original gradients to maintain the target
model performance in FL.

o Privacy protection. Transformed gradients should ensure that
the attacker cannot reconstruct data whose distance between
the original data is smaller than a given threshold &.

o Practicality in applications. To ensure practicality, the gener-
ation of transformed gradients should cost as few computa-
tional resources as possible for the defender.

4 APPROACH

We formulate a loss function involving two metrics that can mea-
sure the utility and privacy leakage risk of gradients, respectively.

!Commonly, the attacker can analytically steal the ground-truth labels by adopting
label inference technique introduced by [26]. Thus, instead of labels, most data leakage
attacks focus more on data reconstruction.

2The larger the batch size is, the harder it is to find x’. Intuitively, the introduction
of more data into a single batch makes the attacker need to search x” in a higher
dimensional space, i.e., more epochs required to make Eq. 1 converge.
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Table 1: We record the running time for obtaining PMM with
different methods. The iteration number is fixed to be 20.

Model L(x,0+9) Our Speedup
ResNet18 6.06s 64.9ms  93.37x faster
ResNet34 11.6s 74.8ms  155.08x faster
ResNet50 18.5s 80.5ms  228.96x faster
ResNet101 33.65 87.8ms  382.69x faster

By optimizing the loss, the defender can efficiently find a series of
crafted perturbations to obfuscate gradients with minimized model
performance degradation.

4.1 PMM: Measurement of Performance
Improvement

We first give the metric to measure how much the perturbed gradi-
ents can contribute to the model performance improvement. With
this metric, the generated perturbation is constrained to not bias
too much from the desired convergence direction. The derivation
of the metric is based on the expansion of gradient descent based
optimization methods [3]. Given the parameter updates —3, the
derivation proceeds as follows:

L(x,6 = 8) = L(x,0) = VoL(x.0)" 5+ 0(/|5])), (2)
where Fg(-) 3 is assumed to be differentiable. Moreover, to make
the above expansion feasible, we set ||5|| < € where € is assumed
to be small enough for avoiding the error induced by ignoring the
remainder O(||]]). In fact, € can be regarded as learning rate and

generally set into 107> ~ 1072 in practice. Then, the best solution
VoL(x,0)
[VoL(x,0)]| )
the reduced loss before and after parameter updating can be accu-
T _VoL(x.0)
VT Jokixt)
[IVoL(x,0)]
set equal to the transformed gradients §* (||6%|| < €), the reduced
loss associated with §* is VgL(x, H)Té*. Therefore, we can do the
following computations to estimate the performance contribution

change after gradients are transformed.

for § to minimize L is € [3]. As shown in Equation 2,

rately approximated by eVyL(x, 0 . Similarly, if § is

r_VoL(x.0)

— VoL(x,0)T5||.
IVoL(x,0)]  ° ?

ppmm = ||€VgL(x, 0) ®)
In other words, Equation 3 defines the performance maintenance
metric (PMM) used in Guardian. Intuitively, the lower PMM is, the
more §* contributes to the model performance.

In fact, an alternative to define PMM is directly optimizing
L(x,0 — J), i.e., searching optimal parameter perturbations § to
minimize L(x, 6 — §). However, two reasons make us discard such
an idea. First, as shown in Table 1, the computation of L(x, 8 — ) is
much slower than our methods because the searching process of §
needs to be conducted in multiple iterations over the whole model,
while ppprpr can be directly obtained with past gradients. Second,
iterative optimizations to search § can easily make the loss of the
target model about x to vanish, i.e., causing the overfitting of x.

3Note, for symbol simplicity, in this paper, we use L(x, 8) to denote L(Fg(x), y), i.e.,
omitting y and F.
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4.2 PPM: Measurement of Privacy Leakage

Let x* denote the data reconstructed from the transformed gradient
6" by solving the Equation 1, where §* is assumed to be VgL (x*, 0)
like prior works [18, 21, 27]. To protect the participant’s privacy,
the defender has to maximize the distance between x and x*, i.e.,
[|x — x*||2. Thus, an intuitive way to measure the privacy leakage
risk is to find a general function that can evaluate the change of
||x —x*||2 with 6*. However, considering that deep neural networks
per se are highly non-linear and non-convex functions, finding such
a function that precisely models the relationship between ||x —x*||2
and 8" is intractable, particularly when the training process of neu-
ral networks is constantly changed. Therefore, to circumvent this
problem, a feasible idea is to construct a lower bound associated
with §* of [|x—x||2. Then, as the lower bound increases, the privacy
leakage risk decreases, and vice versa. In mathematics, a common
tool used to tightly bound ||x—x*||3 is the Lipschitz coefficients and
the overwhelming majority of neural networks satisfy the Lipschitz
Assumption 4.1 in practice. But as shown in Assumption 4.1, the
lower bound of ||x — x*||2 is not associated with §* and we have to
make some transformation in the lower bound. The lower bound is
the output difference of the model w.r.t. x and x* and there is an
intuitive idea to guide us: the output difference will be raised if the
output of the model for x* is unchanged when the model steps along
the direction that enables the output of the model for x changed
sharply, i.e., x and x* are treated to be orthogonal from the model
output perspective. Interestingly, the direction commonly accords
with the gradient convergence direction [3], and thus, we can estab-
lish the relationship between the difference of x and x* and their
gradients by harnessing the idea. Theorem 4.1 below implements

_ VoL(x,0)T 5
VoL 0T TTo T, - Note

that we force VyL(x,#)T6* > 0 to guarantee model convergence
according to Theorem 4.2 (in section 4.4), this also can be intuitively
realized by that, the loss function decreases if VyL(x, Q)T(S* > 0in
Equation 2. Therefore, we can evaluate the privacy protection metric
(PPM) by computing:

the idea and reveals that ||x — x™*||2 o«

VoL(x,0)T5*

=027 0 4
PreM = g T O Tl T @

ASSUMPTION 4.1. Let L, F satisfy the Lipschitz condition. There
exists a concrete positive real number a, which makes the following
inequality relationship stand forVa, b, 0:

IL(a,0) = L(b,0)||2 < alla - b][>.

Theorem 4.1. Let Assumption 4.1 stand. Given a fixed x, a vari-
able x*, and VyL(x, 6) - §* > 0, the lower bound between x and x™ is
negatively correlated with the cosine distance between VgL (x, ) and
&*. Specifically, if VoL(x, 0) - 6* = 0, the lower bound between x and
x* can be maximized.

4.3 Putting All into One

We now formulate the final optimization problem for defense against
gradient leakage attack. First, to maintain model performance, its
corresponding measurement metric PMM should be minimized.
Then, we have to minimize the gradient leakage attack risk PPM.
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Figure 2: Convergence of Guardian with different initializa-
tion strategies.

In all, the final optimization loss can be expressed as:
VoL(x,0)
[[VoL(x, 0)]|

5] VoL(x,0)T6*
[[VoL(x, 0)]]2]16I2

where f is served as a balance factor. In Equation 5, the left term

argmin |[eVgL(x, 0T — VoL(x, 0T
5*

(5)
l, B=0, ||6%]| <e

is minimal when ellgzli—&gg”, i.e., gradients without perturbation.
The right term aims to increase the cosine distance between &*
and VyL(x, 8) by optimizing 6" to be orthogonal with VgL(x, 6).
Note that Equation 5 demonstrates privacy protection has to come
at a price of model performance. However, compared with prior
works [1, 20], our method allows the defender to pay less “price”
by utilizing more precise metrics to evaluate the losses and gains
simultaneously. Moreover, Equation 5 is a typical convex optimiza-
tion task with constraints that can be well solved by optimization
methods, e.g., projected gradient descent [3].

Better initialization for faster convergence. Besides method ef-
fectiveness, convergence speed also counts a lot for the practicality
of defenses. In our evaluation, we discover that the commonly used
random initialization strategy [1] does not suit for Guardian very
well, shown in Figure 2. To get rid of the issue, Guardian adopts a
faster convergence strategy.

Reconsider that starting an optimization task from a point near
the optimal one can generally reduce the required iterations to
converge. Here, the goal of defender is to minimize the utility
degradation of transformed gradients caused by perturbations. Fol-
lowing the idea, the optimal convergence point for Guardian can
be always around the original gradients. Thus, instead of random
noises [1], a better initialization strategy for Guardian is to leverage
the original gradients as the initial point. Figure 2 validates that
such an initialization strategy can increase the convergence speed
of Guardian significantly.

4.4 Convergence Analysis

In this subsection, we derive the convergence guarantee of the
model updated with transformed gradients obtained by Equation 5.
Following the existing works [20, 21], We assume that the model
is Lipschitz gradient continuity with coefficient of 7. Then, we can
obtain convergence guarantee of Guardian, as shown in Theorem
4.2.

Theorem 4.2. Let 0" denote the optimal parameters of the model
over x. Let the iteration number be k and the constant update step
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sizen < % Suppose the model is updated using §; = Vg, L(x, 0;) +6;

in thet-th (t = 0,1,--- ,k — 1) iteration where 5;‘ denotes the op-

timal solution of Equation 5, i.e., 8; is the crafted gradient pertur-

bations. If Vg, L(x, 0,)76; > 0, and [IVg,L(x, 0;)||§ > ||5t||§ for

t=0,1,--- ,k — 1, the following inequality relationship holds:
* 1 *

L(x, 6) < L(x,0 )+M||90—9 |15+ nllomaxll3,  (6)
where ||5max||§ = max{[|8%]|?, -, ||5k_1||§}. In particular, if k is
large enough, compared to the optimal solution 0%, the extra loss
induced by our method is no more than r]||5max||§, ie.,

(Jm L(x.60) < im (L(x,0%) + {160 = 07113 + nlldmaxlly)

= L(x,6%) + 1l 6max 13-
™

4.5 Comparison with Other Defense Methods

Here, we discuss the relationships among existing defense methods
and the possibility of the defenses being broken by the white-box
attacker [2]. In fact, existing defense approaches resist gradient
leakage attacks by transforming ground-truth gradients into new
gradients, i.e., dubbed transformed gradients, to upload, and the
transformed gradients may fool the attacker to recover false data. If
M denotes the gradient transformation function, existing defenses
can be reduced to concretize M in different fashions. We give a
handful of examples to illustrate this point:

o For differential privacy [1], M first normalizes the ground-
truth gradients and then adds random noises, following a
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certain distribution such as Gaussian distribution, into the
normalized gradients to produce transformed gradients.
For gradient compression [27], M discards the elements
below a certain threshold in the ground-truth gradients to
generate transformed gradients.

For Soteria [20], similar to gradient compression, M removes
some specified gradients in the fully-connection layer of the
model via analytically solving an optimization task.

For Guardian, M optimizes Equation 5 to craft transformed
gradients.

Security discussion. In the white-box scenario, the attacker is
allowed to access full information about M, e.g., the distribution
for differential privacy. For differential privacy and gradient com-
pression, the attacker can adopt Bayes gradient strategy [2] to
break the defenses. Soteria only optimizes the gradients in the
(last) fully-connected layer, indicating the gradients in other lay-
ers are identical to ground-truth gradients. Therefore, the attacker
can evade the defense Soteria by resetting weights of gradients in
the fully-connected layer in Equation 1 as zero. Now we consider
Guardian. On the one hand, we empirically validate that Guardian
is effective against gradient leakage attacks with Bayes gradient
strategy. On the other hand, adopting the attack strategy similar
to Soteria cannot break Guardian, because Guardian optimizes all

gradients, not gradients belonging to one or several specified layers.
In addition, M defined in Guardian (Equation 5) is not reversible.
Even if the attacker knows the final loss value, it still cannot reverse

the ground-truth gradients, as the equation is under-determined

(there are infinite feasible solutions for solving it).
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5 EXPERIMENTAL EVALUATION

5.1 Setup

Attack methods. We select four strong attack methods, including
GLA [27], iGLA [26], InvertingGradients [11], and GradInversion
[24]. To further raise the attack ability, we also equip these attacks
with techniques that can improve the fidelity of recovered data,
such as input regularization, smarter initialization, and normaliza-
tion. To accurately evaluate the defense performance, we raise the
attack iterations from 200 for GLA and iGLA and 1000 for Inverting-
Gradients and GradInversion to 10000. Notice that, by default, each
attack-defense pair is equipped with the corresponding Bayes optimal
strategy with the same setting to [2] throughout the experiments.
Competitors. We compare Guardian with various state-of-the-art
defenses as follows: 1) gradient compression (Pruning) [27] that
discards a certain percentage of gradients with the lowest magni-
tude, 2) differential privacy (DP) [1] that injects certain random
noises to the gradients to fool the attacker and the gradient norms
are clipped into 1 by default following [2], and 3) Soteria [20] that
perturbs data representation in the final fully-connected layer®.
Moreover, we also set € in Equation 5 to 1.

Hyperparameter configurations. For fair comparisons, we first
conduct experiments on two benchmark datasets MNIST with
LeNet and CIFAR-10 with ResNet18 [21] to search the optimal
hyperparameters, which are used throughout the experiments. Fol-
lowing the original papers [11, 24, 26, 27], GLA and iGLA leverage
the L-BFGS with a learning rate of 1 while InvertingGradients and
GradInversion use Adam with a learning rate of 0.1. Moreover, we
examine the effectiveness of defenses in the early training process,
as gradient leakage attacks perform better in the stage [18].
Evaluation metrics. Two commonly used metrics [18, 21, 27] are
considered: PSNR and SSIM. PSNR is the logarithmic Ly distance
between original and recovered images, while SSIM computes the
structural similarity between two images. The lower PSNR or SSIM
is, the higher the defense effect is.

5.2 Hyperparameter Search

We first examine the impact of Guardian on the performance of
the global model. Following [20], in each communication round
(iteration), 5 participants are randomly selected from all ones (10
participants) to upload locally-computed gradients with batch size
of 32. The server averagely aggregates the uploaded gradients and
updates the global model with a learning rate of 0.01. Figure 3
shows the accuracy of defenses with varying hyperparameters over
different iterations in CIFAR-10. For fair comparisons, we select the
highest (optimal defense effect) hyperparameters within the range
that the model can achieve similar performance compared with one
without defenses for CIFAR-10. Specifically, in the following exper-
iments, we use pruning rate of 0.2 for Pruning, noise magnitude of
0.001 for both DP-Gaussian and DP-Laplace, Lo-norm constraint
of 0.2 for Soteria, and f of 10 and epoch of 10 for our defense.
Notice that, due to page restrictions, we only provide empirical
convergence results in CIFAR-10, but we highlight that results in
MNIST and for other model architectures also empirically show

4Since we do not find the official implementation of Soteria, we resort to a third-party
implementation.
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Figure 4: Visualization of different defenses.
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Figure 5: Defense display on Vision Transformer.

that these hyperparameters are the best in terms of the choices of
hyperparameters.

5.3 Comparison with State-of-the-art

Table 2 and Table 3 report the defense performance, measured by
PSNR and SSIM, of Guardian with four baseline defenses against
four attacks on MNIST and CIFAR-10. There are two key observa-
tions. First, compared with other defenses, Guardian can effectively
lower the attack performance of these advanced attacks. In fact,
we notice that baseline defenses only present negligible defense
effectiveness, as these defenses hardly reduce PSNR or SSIM scores,
which also is validated in [2]. To perceptually demonstrate the effec-
tiveness of Guardian compared with baselines, Figure 4 visualizes
the reconstructed images with different defenses for a randomly se-
lected image instance. We observe the overall semantic information
in the original image can be exactly reconstructed by four attacks
against baseline defenses; whereas, the attacks only can steal a
little trivial information under our defense. Second, the fidelity
of images recovered by InvertingGradients and GradInversion is
worse than GLA and iGLA. This is because, GLA and iGLA adopt
Ly-norm distance between gradients as the loss function, which is a
better option over negative cosine distance in our case. In the early
training stage, the convolution filters fail to effectively capture the
semantic information contained in the inputs, i.e., gradient direc-
tion does not make sense. As a result, only encouraging alignment
between dummy gradients and uploaded gradients is not sufficient
to recover ground-truth images.

5.4 Generality Validation for Transformer

Guardian on Vision Transformer [5]. Table 4 reports PSNR
and SSIM of Guardian compared with baselines. Overall, the perfor-
mance of Guardian surpasses baselines by a huge margin. Besides,
we observe that the attack effectiveness on Vision Transformer
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Table 2: The defense effectiveness of different methods measured by SSIM and PSNR on MNIST.

Defense ‘ Vanilla ‘ Pruning ‘ DP-Gaussian ‘ DP-Laplace ‘ Soteria ‘ Our
Metric | SSIM PSNR | SSIM PSNR | SSIM PSNR | SSIM PSNR | SSIM PSNR | SSIM  PSNR
GLA 090 2020 | 0.87 19.04 | 088 1988 | 087 19.22 | 085 1859 | 0.66 10.77
iGLA 091 2060 | 0.90 1987 | 0.90 20.03 | 090 19.21 | 0.89 1888 | 0.62 10.98
InvertingGradients | 0.85 1812 | 079 1694 | 078 1687 | 0.78 1757 | 0.76 1689 | 0.62  9.70
Gradlnversion | 0.88 1885 | 0.83 17.68 | 0.81 1870 | 0.80 1880 | 076 17.03 | 0.61 10.55

Table 3: The defense effectiveness of different methods measured by SSIM and PSNR on CIFAR-10.

Defense ‘ Vanilla ‘ Pruning ‘ DP-Gaussian ‘ DP-Laplace ‘ Soteria ‘ Guardian (Our)
Metric | SSIM  PSNR | SSIM PSNR | SSIM PSNR | SSIM PSNR | SSIM PSNR | SSIM  PSNR

GLA 091 1482 | 081 1167 | 0.88 1343 | 084 1209 | 0.89 1123 | 053  6.58

iGLA 092 1516 | 083 1215 | 090 1362 | 086 1232 | 0.91 1153 | 0.55  6.64
InvertingGradients | 0.83 1229 | 077 1060 | 0.85 1213 | 082 1207 | 0.84 1053 | 0.55  5.65
Gradinversion | 0.86 13.09 | 079 1145 | 0.88 1272 | 084 1262 | 0.87 1071 | 0.57  6.37

Table 4: The effectiveness of different defenses with Vision Transformer on CIFAR-10.

Defense ‘ Vanilla ‘ Pruning ‘ DP-Gaussian ‘ DP-Laplace ‘ Soteria ‘ Guardian (Our)
Metric | SSIM PSNR | SSIM PSNR | SSIM  PSNR | SSIM PSNR | SSIM PSNR | SSIM  PSNR

GLA 0.65 781 | 055 565 | 058 737 | 057 697 | 056 7.65 | 022  2.64

iGLA 0.67 794 | 057 573 | 064 770 | 0.63 7.4 | 059 7.68 | 024  2.88
InvertingGradients | 0.32 328 | 024 233 | 021 220 | 019 196 | 022 270 | 0.06 0.9
Gradnversion | 034 334 | 028 242 | 026 266 | 030 224 | 025 331 | 0.07 -0.01

Table 5: The effectiveness of different defenses for text clas-
sification task with BERT model.

Attack | Defense | Vanilla Pruning DP-Gaussian DP-Laplace Soteria Guardian (Our)

25.81

27.16
26.49

34.07
3331
33.69

32.02
31.59
31.81

Precision
Recall
F1

32.82
33.00
32.91

30.20
29.03
29.62

29.66
28.12
28.89

iGLA

3225
31.93
32.09

3233
32.11
32.22

Precision
Recall
F1

31.06
30.50
30.78

30.99
30.25
30.62

30.30
29.85
30.08

26.78
26.82
26.80

TAG

52.01
48.59
50.30

51.90
48.27
50.09

Precision
Recall
F1

50.92
47.80
49.36

52.09
48.76
50.42

51.21
47.99
49.60

4141
38.15
39.78

SIM

Table 6: The trade-off between model accuracy and privacy
protection of different methods against iGLA in CIFAR-10.

Guardian ACC | 80.36 79.88 79.67 64.73 30.01
uardian o poNR | 1002 957 664 200 011
Soteria CC | 8033 8021 7883 7740 71.09
PSNR | 11.53 11.61 1130 11.82 11.52

DP-G . ACC 74.83 7496 73.72 43.47 18.66
AUSSIAN | pSNR | 1838 13.62 731 361 1.59
DP-Lanace | ACC | 7647 7408 7420 5164 2082
P PSNR | 17.86 12.32 7.04 3.42 0.73

is seemingly weaker compared to convolutional architectures. To
understand the reason behind it, we visualize the recovered images
shown in Figure 5. Wherein, the important semantic information is
indeed revealed, but the images are reconstructed by some block-
like fragments in improper orders. We speculate that this probably
is caused by that the inputs for vision transformer are commonly
pre-processed to be cut into non-overlap patches. Furthermore, at-
tacks can effectively reconstruct each patch but fail in arranging
the location of these patches, resulting in poor attack performance.
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Table 7: The performance of different methods against iGLA
in Non-IID setting (CIFAR-10).

DP-Gaussian | ACC | 7463 7271 7123 6327 19.92
PSNR | 1831 1379 715 337 136

DP-Laniace | ACC | 7480 7324 7159 6410 2017
P PSNR | 17.79 1268 691 375 108
Soteria | ACC | 7448 7442 7187 67.78 6586
PSNR | 1150 11.08 1159 1144 1146

Cuardi ACC | 7437 7396 73.63 5958 27.31
uardian | psNR | 1000 944 633 124 035

Guardian on BERT. For NLP tasks, the metrics for CV tasks
are no longer suitable and we leverage precision, recall, and F1
scores to evaluate the defense performance. Precision measures the
ability of attacks to identify only the relevant words while recall
measures the ability of attacks to find all the words within the
ground-truth sentence. F1 is the average value of precision and
recall scores. Moreover, following [4], we evaluate the performance
of defenses on SST-2 dataset for language models BERT. In addition,
some gradient leakage attacks for CV is not available to NLP tasks.
Therefore, aside from using iGLA and a recently-proposed attack
method called TAG [4], we replace Ly-norm loss function in iGLA
with the cosine distance loss function to form a new attack method
called SIM to evaluate the effectiveness of defenses. Table 5 reports
the performance of defenses over three attacks for BERT. As can
be seen in Table 5, Guardian obtains better performance, i.e., lower
precision, recall, and F1 metrics (about 10% drop), against three
attacks. In contrast, other defenses only slightly lower the three
metrics by around 1% to 4%. Moreover, the attack effectiveness
of SIM significantly surpasses other attacks, since parameters of
pre-trained model contain general knowledge, and increasing the
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Table 8: The two reconstructed examples via SIM under dif-
ferent defenses against BERT. The texts in red color indicate

they appear in the original sentence.

Example 1 (short sentence)

Example 2 (long sentence)

even horror fans will most
. . likely not find what
L. it’s a charming and ety r}o n _W a
Original often affecting iourne they’re seeking
&) ¥ with trouble every day;the movie
lacks both thrills and humor.
. . probable the trouble tortricidae
a affecting often charming .
. - of not almost triple
Vanilla affecting s arc . . .
surney it a and affecting wildl what not fans rid find will particular
Journey it a and afiecting Y trouble both even day
harming a th . N .
umm charming a the wrongly even will on fans sight not
. and affecting often
Pruning . B trouble horror lara each what what find
it charming s journey
. ’ hammer whatever most
affecting journey
a often affecting it affecti -
. ? often attecting It atiecting horror hope clive likely trouble day us even
DP-Gaussian erinaand seas. . . e
. R what not cinema lacks a ind will humor
charming a that charming journey
and affecting it 4 o . .
ne re‘rneiksel:fl;rjl(:ill:ne} fans likely with not thrills ua dumont
DP-Laplace P arming likely will fewer find trouble even
contemporary journey charming - .
. undertaker what are will
charming
is your cut ’ Luton say strait horror dessert guiana ad till
Guardian (our) appropriately affecting smart every solve up even not location albeit
differently upside it chiefs chimney day dating save orbit will

alignment between gradients makes more sense. We also show the
recovered sentences by SIM (best attack performance) in Table 8.

5.5 Privacy-Utility Trade-off

Here we are interested in whether a better trade-off between model
performance and privacy protection can be obtained by Guardian
compared with baselines when varying hyperparameters (defense
magnitude). We tune f for Guardian with fixed iteration over
{0.1,1,10,100,1000}, pruning rate of Soteria over {0.01,0.05,0.1,0.2,0.5},
noise magnitude for DP-Gaussian and DP-Laplace over {10_4, <o, 1}
(these hyperparameters correspond to the results in Table 6 from
left to right) and report defense results against iGLA in Table 6.
Compared with DP-Gaussian and DP-Laplace, Guardian consis-
tently obtains better trade-offs, i.e., lower PSNR with better (or
similar) accuracy. Notice that, as shown in [2], Soteria can be easily
evaded by muting the gradients of the fully-connected layer in gra-
dient matching problems, i.e., Soteria only can achieve a negligible
defense performance.

5.6 Model Performance in Non-IID setting

We endeavor to examine the effectiveness of different defenses in
maintaining model performance in Non-IID setting. To do so, we
reuse the training setup in Section 5.2 and solely modify the data
distribution of participants. In particular, the data distribution is
randomly generated by a symmetric Dirichlet distribution with a
concentration parameter of 1 [14, 17]. Following the determination
of the chosen distribution, we proceed to run various defense strate-
gies. The accuracy of the model without defenses is about 74.85%,
and Table 7 reports the results of different defenses against iGLA in
Non-IID setting. Similar to the conclusion in Section 5.5, Guardian
still achieves better trade-offs.
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Figure 6: The defense performance of Guardian over differ-
ent hyperparameters f§ and iterations.

Table 9: Time complexity comparison of different defenses.

Defense Vanilla Pruning DP-Gaussian DP-Laplace Soteria Our

Time (s) 5.15 6.18 6.13 6.14 493551 6.36

5.7 Sensitivity Analysis

Figure 6 shows that the effectiveness of Guardian over different
and iterations. As shown in Figure 6, lower 8 (< 1072) and itera-
tions (= 1) only produce negligible defense performance against
attacks. If @ > 10 together with iterations > 100, the significant
defense performance can be reaped but with the non-trivial sacri-
fice of model performance. In short, there is a trade-off between
performance maintenance and privacy protection. The higher f and
iterations are, the stronger the defense performance of Guardian
owns, and the lower the model performance is.

5.8 Time Complexity Comparison

We compare the time complexity of different defenses under the
setting used in Section 5.3. Table 9 presents the time consumption
for 10 iterations of each defense. Guardian demonstrates competi-
tive performance in terms of time efficiency. It is worth noting that
Soteria requires a significant amount of time due to the need to
run backpropagation algorithms multiple times, which is directly
related to the number of neurons in the penultimate layer.

6 CONCLUSION

We developed Guardian which jointly optimizes PMM and PPM
to produce transformed gradients. We showed the convergence
guarantee of Guardian and introduced a better initialization strategy
to decrease the overhead. We conducted extensive experiments to
illustrate the superior performance of Guardian.
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